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About Revealing Reality

Revealing Reality &1 independent, social research and insagency. We enjoy working on challenging
projects with social purpose to inform policy, design, and behaviour ch@higeincludesvorking with

regulators, governmenand charities to provide rigorous insight i
experiences. Studying how the digital world is shapin
This includes exploring how digital sdawgoss ces and pl at

relationships, gambling, financial products, the health service, and more.

We frequently conduct detailed qualitative and quantitative research to budéth understandings of digital
behaviours and observe how people really experience technaagdythe online world

Visit to find out more about our work or to get in touch.


http://www.revealingreality.co.uk/
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Executive summary

Chil dr ends I|dagtudmnardséakcte msoject that macks the lives of 30 children, aged 27pover
time to understand how data influences their everyday likeiimed inrhome ethnography was carried out
with each child Additionally, researchers carried out platform analgsighe digital serviceshat children

used, todocumentplatform functionalityanddata privacy settingsand triangulate with respondent testimony.

Children are sometimes behaving in  ways that suggests they care
about privacy .
However, they rarely think about their data rights.

Childrends | i ves Thayfrequently share dats thnouph apps and belicestering

personal infomation, posting updates, and interacting with algorithm®t t hey rarely see this
or think about their data in terms of their data rights or regulatiohsstead, theitdata behaviours ardriven

by the same priorities that shape their offline and online lives.

What matters to children changes as they grow &pr younger childrerin the samplgaged 911) tech starts
as atoy they want to play withsomethingheyd o nw@rtt to miss out onespecially when their friendsave
it. They areinitiallyattracted to thegamelike feature8 flashing ligh{spinning wheelsarning reward$ as
well as colourful, childriendlyillustrations and graphics.

Older childrenwere much more focused osocial status anuilding a network of friendsThey care about
forming new friendships, what peoptank of them, and avoiding embarrassmenhese prioritiescan
incentivise greater privacy and control over certain dé&&ar of embarrassment oftedrivesthemto use
privacy featuressuch agestrictingwho canseetheir postsor deletingold posts to manage their online
appearance

However, the desire for likes, views, and access to popular appsometimesonflict with dataprivacy This
leadssome to prioritisepopularityover engaging with privagyolicies or usingprivacy settings

The research showed that many children aiging location tracking platforme share their live location with

friends, familyboyfriends and girlfriendK nowi ng someoneds specific |l ocation
a sign of closeness or carehis behaviour suggests that locatidatasharing has become an accepted, even

expected, aspect of maintaining relationships, particularly for older children.

Chil dreno6s mo onplatdotms aaeducéddhowameich they
considered data agreements .
Hidden policies further discouraged engagement with data agreements.

Children struggle to understand how companiesetheir data The risk of companies having accessheir
data oftenfelt abstract and intangihleompared to the immediate social riskstokir peershavingaccess to
personal information

Sharing datavith companiess often perceived to be a necessary step to access apps and seavidésma k e

t h e m worrexa@plesharing personal information to set up accounts and accepting cookies to access

websites Certain platformsfeel essentidb their social livesmeaning thelecision to exchange data and

accept terms and conditionss often madewithout attemptsto engagewith he pl at f or mds pol i ci €

Thispressurecanincentivise children tgrovide ircorrect informationin order to access services or specific
featuresMost of the children had provided incorrect agesaocesplatformsand bypass age restrictigrend
some even had backup accounts to ensure uninterrupted aétt®sr account was shut down

For most childrenin this project datafeels liketheir only currencyfor accessing what they want online. For
platforms thatappeartot hem | i ke mandatory parts of their soci al I
feel like achoice, buta necessary step.

Even if childrerare motivated to engage witprivacy policiestheyare often buried and difficult for children to
process
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Some platform$iavegamelike features and engaging design elements that seapgeal to children and
encourageghemto share more information, making data sharing behaviours feel like part of the fun rather
than something to be cautious about.

Parents bear most of the responsibility for setting up and monitoring
controls .
They alsdeel pressure to ensure their childrahon 6t mi ss out

Parentsn thisresearchar@ r i mar i |y concer ned ab odthe pdtemtaliioe chi | dr end
groomed,exposed toinappropriate contentor bullied online These fearoften overshadowconcerns about

the potential misuse of their childrends dat a.

Many parentsnoni t or t heir chil dds on lparental cinedhfeatuieson devidkeh r o u g h

and appsandoffline rules and conversationslowever,they sharednanyexamples of how children were able
to bypass these controls.

Parents alsdeelthe pressureto enable their children to accegdatforms,fearingthat if theyd o ntbeir child
maystruggle sociallyparticularlyi f t &lreaglydworeed about their childréhs s o cThia ¢ould léad e s .
parents to agree to help children set up accounish false ages
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Introduction: Chi | drends Da
Year 1

Context and background

Chil drends | i livedsnlire,meaninmgnocerinfoanationatgplit them ismoving between devices,

platforms, andisersthan ever before. The ICO has a strategic gaaitlined in ICO25to empower and

safeguard all individuals and their data, including potentially vulnerable groups like chiideen.| CG&6s Age
Appropriate Design Code and Childrenés Privacy Strate
necessary safeguards to uphold their privacy rights in the digital age.

To empowerand safeguard people and their data, the ICO needstounderstamd | dr ends experi enc
from the perspective of children themselves. This research providesdreipt h under st anding of
6data |ivesd from their point of view: What are their
about data? How do they feel aboutanimation being shared, either by themselves or others? How do they
perceive O6datad and their 6dat a dinggflihe ®Ié ¢f datamgossr t ant | vy,
e s

al | areas of childrends I|ives, including perspectiwv
who are often underrepresented in research.
Research objectives:
Chil dr ends I|dgtudmardséarcte msoject that macks the lives of 30 children, aged 9 to 17, over
time to understand how data influences their everyday liFes.the first year of the project,ite research
objectiveswere to:
Objective 1: Explore how children behave online and how this intersects with their data rights
1 Understand the technology children usecluding thedevices, apps, websites, and emerging
technologiessuch as generative Al and the metaverse.
1 Explore what children do onlinéncludingactivities like creating, sharing, posting, and consuming
content, along with interactions with algorithdriven feeds and recommendations.
T Examine chil dr ends indudingheir engagement with jprivanydsettichgs, tteams
and conditions, privacy notices, and age verification processes.
Objective 2: Understand childrenf6s awareness and feel
1 Awarenessand understanding of privaeynd data rights, including the value they place on privacy and
views on potential harms.
1 Exposure to messaging and information about data rights.
1 Awareness and understanding of the role of data in teely., personalisation, advertising.
1 Preferences and views on possible tensiopgvacy vs access to services etc.
1 Worries, concerns, and what they would like to see change.
This report will communicate the key findings from the fiyjgarof t he |1 COds | ongi tudi nal
Livesd research project. It wi |1l provide insight intoc

the value they place on priva@nd perspectives on sharing or not sharing personal informatiamill also
summarise findings from researcHed analysis of the platformvghere children spend their time.
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Methodology

30 filmed ethnographies, combined with  platform analysis

The firstyearof t he 6 Chi |l drends Data Livesd stparsby i ncl uded
interviews with 30 children from across the UKecond, isdepth researchefled analysis of the platforms

children were using to explora s eeaxper@encesThis included mapping the different stedesign features,

and tone and language used on platforms with a particular focus on those related to data and information

sharing.

1. Filmed ethnog raphies with children

In-home filmedinterviewswere conductedwith each of the 30 participantsetweenApril andJuly2024.
These interviewe x pl or e d c hunhderstanding @twat lifle is guarently like for them, specifically
focusing on the digitalerviceshey used and how these fit into their lives.

Researchers spent time with each chiidheir home, observing interactions with family members and devices.
Children showed researchers how they used devices, including their privacy seftihigéerviews were
flmed t o capture respondentds stories, day to day |

Short interviews withat least one parentr guardian for eaclparticipant werealso conductedThese offered
afurther chance to understand household dynamics around digital devices, technology, anélankes
parents had also set up the devices or platforms children usedking it important to speak to them to
explore how some decisions around priveanyd data sharing had been made.

A 6fFitTetd approach to exploring dat a

Data is a difficult topic to research. The concept itself is abstract, making it difficult for people to articulate
what it is, let alone explain how they interact with it or understand their data rights. This is even more of a
challenge for children, whmay never have thought about data before.

When resear cdiahg itowhsimpaténéto siast from the perspective of children themselves.

Rather than starting with a focus on datagth r e sear ch was desi gnBykxplering h a 61
variousareas of liféd such as communication, social media, and famil§y itfferas possible to observe where
andhowdata el at ed behaviours fit into childrends |ives.
media accounts were public or private, what oversigid aontrols their parents had of their digital life, age
assurance functions across different devices and platforms, and online profiling. This approach allowed data to
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be explored through the | ens of children's everyday ¢
topic.

Topics or 0l i fComniuoicateonSocsabmedisBrowsingdhe thterngtEntertainment,
ShoppingTravel EducationFinancesHealth and mily,Household, andHome.

For example, withinthé Ent er t ai n, maeicus b&@hadoorsand decisions related to data and data

rights were evident. These included privacy settings on a YouTube account, parental controls set up on a

c hi | dd s -apshranneamechanignes or household agreements for Netflix or Disney-tiaisc@nd
childrends understanding of how their viewing habits

These life domainsaturallyoverlap. Theethnographidnterviews were designed to allow researchers to
navigate betweetopics fluidly, being led by the participaard allowing thénterview to reflectthe

interconnected nature of childrends | ives. The conver
children shared their experiences.

Not all domains were covered with every participafor each child, the domains that weneost relevant to
themand most likely to yield insights into data shanmeye prioritised Social media, entertainment, and family
life were the most frequently explored areas across our sample, as these are the domains where children are
most engaged and where data plays a significant role in their daily interagtioessure all domains were
exploredacross the sample, respondents with specific health experiercefio used financial and education
apps were recruited.

2. Platform analysis

When capturing the online experiences that shape chil
visible interactions and the underlying functionality of platfoi@mply showing what happens during app use
misses a crucial part of the pictutet he pr ompts, messages, and functionald]

online.Ethnographic interviews with childrexanexplore what it lookslike when a childpenstheir social
media feedsbutc a mapturethe user experience of age assuranceindg sigrup for example

An example of analysis of the privacy settBrgsvidars and age assurance policies of Roblox, both popular games
among the children.

To capture a more complete understanding of chil drent
spent their timewere analysedResearchers analyséd of the most populaplatformsused across the

sample mappingver 100user journeys to analyse the design of platforms and the data related behaviours

they incentivised. &y datarelated moments on platform&ere examinedsuch as sigap journeys, age

assurance mechanisms, privacy settings functionality, and terms and conditions.
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Meet the participants : 30 children from a cross the UK

The sample included 30 participants, children aged between 9 and 17 yeadtsa@d purposively designed to

be broad and represent a wide range of experienesswell as thoseshose voicesre often less heardo
ensure the work reflected the individuals and households the ICO serves as an organisation.

Specific quotas included:

1 Geographic locations, including representation across all four nations and a spread across urban,

suburban, and rural areas
1 Genders, including male, female, and transgender
House income level and soe@conomic groups
1 Some in specific circumstances such as
o Children whereEnglishis their second language
o A family seeking asylum in the UK
o A child with a longterm health condition
o Children with SENDincluding autism

=

1 Arange of how much oversight and what types of oversight parentokiedt he chi | dd s

behaviours
9 Diversity of digital device use amgp, website and gamnse

Leesha, 9, North- Arianna, 9, East Zain, 9, West Liam, 9, Scotland, B Margot, 10, Scotland, Yomi, 10, Scotland, Farah, 10, West

West England, CI Midlands, C1 Midlands, C2 Ci c2 Midlands, C2
= ' 7 P —
ﬁ
Madiha, 11, West Faisal, |1, South-East Jonah, 12, North-East Bryanna, 12, South- Murray, 12, Daniel, 12, South-East
Midlands, C2 England, D England, D East England, B Scotland, B England, A/B
w \ 4 A .
% |
| - - —— —_
Liv, 12, Northern Joey, 13, North-West  Mason, 13, South-East  Celeste, |3, Scotland, Baz, 14, South-East Erin, 14, Wales, C2 Bill, 14, Wales, Cl

Ireland, C1 England, CI ci England, A/B

Orla, 15, Northern Sean, 15, Northern Umar, 15, Wales, C1 Dina, 15, Northern Bradley, 16, North- Ezra, |6, South-East Georgia, 16, South-
Ireland, A/B Irelarndt cl Ireland, C2 West England, Cl England, D West England, C2

\

Stevie, 17, Wales, Cl Annabel, 17, East of
England, B

Anonymous photosofh® x chi |l dren in Wave 186s sample, with

di git

pseud
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Chapter 1:
Chil dreno0s :accessamdi t |
soclal status

To truly understand what children are thinking about data and what is driving their data sharing behaviours,
you need to start from their perspective. What is important to them? What are they excited about? What are
they worried about?

Under st an diexpgriencds with techaofodgs they grow upstartingfrom their very first
interactions helps explaittheir evolving attitudes talata and how these shape their online behaviours.

Chapter summary:

T Children rarely think about their O6datsdinri ghtsao,
tension with, data privacy
1 To understand this, we need to understand what thigycare about, so this chapter starts by
exploring this, and how it relates to their digital lives.
1 Youngerchildrenare driven by play, access, and avoigingsicadanger, while oldechildrenare
more concerned withsocial status anthanaging theirelationships.
1 These prioritiescanincentivisegreater privacy and control over certain data, uspriyacyfeatures to
manage their online appearance anuhimise the risk of embarrassment.
1 However, the desire for likes, views, aadcess tgopular apps can conflict with data privacy, leading
some to prioritise these over privacy settings and policies.
1 Many children were using location trackipigtforms. Sharing location through these apps seerned
be a nor mal part of some rtassvpsomthdtreinparents, fiieeds,art i on s hi
in their romantic relationships.

Children rarely think aboutsotideir 6d
priorities do drive what they share and with who

Childrends | i v e s Whetheratisanaol; relaxiag ahhgrhey ptaging larid chatting with
friends there are a small number of digital services that adhasackdrop fora large proportion of their day.

al)

Children frequently share data through apps and deficestering personal infonation, posting updates, and
interacting with algorithmsy et t hey rarely see this as 6data sharing
or regulationsTheir data behaviars are influenced more by the same priorities that shaped their offline and

online lives

A day in the life

Bryanna (12)
6:00 @ 8:00 @ 10:00 @ 12:00 14:00 9 16:00 [ ] 18:00 L ] 20:00 @ @ 22:00
[ttt Bryanna's mum has an app Bryanna gets home After dinner, Bryanna If she needs to
Gl where she can check from school and does watches videos on Bryanna can speak
wakes her up at Bryanna's school records, her online homewaork. YouTube or her favourite to her mum in the
6:35 including her attendance, ) She uses Tassomei for show, Gilmore girls, on night through the
homework, and reports. ) science and Duolingo Nerflix. Google MNest in
Bryanna goes to school — for French After her She checks messages on her room.
at 8:10. She leaves her o . schoolwork, she  her phone at the same
phone at home because - aud uses her Nintendo time. Bryanna has to
the school has a no “I like it because | can view and Switch or Wii, or leave her smart TV
phene policy. can see what she's I can she FaceTimes a remote and her
see wr group chat of her phone in her mum's
timetable, | can see what she's friends. room before bed.

ea

Bryanna (12)'s mum
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When you 6 ryeung, tech is a toy

Younger children in this project, those aged 9, 4011, were excited by getting access to digital devices like

phones, tablets and games consoldss often coincided with birthdays or other exciting times, like Christmas

or the end of the school yeaiThe opportunities for playing with new apps, games and features, especially

those that theydd seen their friends play with, was t

Case study: Meet Madiha
Madiha (11)

“I love food, I really like animals, trying new things, and
cooking.”

Madiha currently doesn't have her own phone, sharing her mum'’s
phone to use SnapChat and WhatsApp to talk to her friends. She
does have her own tablet that she got for her 8th birthday. Her mum
doesn’t feel confident with technology, so it's Madiha's aunties who
have set up controls on her tablet.

Together they want to make sure Madiha is safe online by making
sure she can’t access inappropriate content and trying to limit the
impact of her tablet on her sleep. One of her aunties set up a parental
control app called ‘Qustodio’ on her phone. This sets time limits for
specific apps and screen time, allows them to control all downloads,
and see everything she does on her tablet.

Madiha spends most of her time online using her iPad, playing games
with her cousins or friends. She also uses TikTok Shop and Shein to
buy clothes.

Chil dr ends o0 n waswofen rbodvatedby ptay r

Younger childrends use of technology often began with
Snapchat, sending pictures to family, and playing online games. They started with features that were easy to

engage with and typically limited thewcial use to interactions within their immediate family. Their approach

was exploratory, often treating technology more like a toy to experiment with rather than a social tool.

SN J e e I e — [ —{ m— m—
©R L Jf s N s s s s s s
£ N I N N . ] | | | | | 5
R B N B o o ) s —

- B 0 B B &0 §B B B |

@I I | I 1 I 1 I | | 1 | | | | | | 1

Ql T e s 1 s e 1 s ) i Y —

(oo S N o s 1 s s Y s 1 s Y s ) s

@I | | | | ] | ] | ] | ] | ] | ] ©

Diagram summary sxfcial media platforensed by younger childi@ged 9.1, total 9) in the sample
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Diagram summary @évicesised by younger childi@ged 9.1, total 9) in the sample
Darker blue represents devices that belong only to the diglteabtlie represents shared devices.

Many of thedevices used by childremere their own There was a proportion othildren who were also using
shared devices. This tended to be younger children who played onphair ephdné gsed their social
media accounts, or shared a tablet with a siblBgmne children were also sharing gaming consoles with their
siblings or parents.

While the majority of the childrerused Snapchatany of the younger children explained that they mostly
used it to access filtersather than to chat to friends or postontent

oOn my mumds phone we use Snapchat because we do f
and sometimes my mum, we usually laugh a lot

Margot (10)

0She I ikes t
filters é sh
Leesha (9) mum

phot os h Heesha and héwyearolgsistg] ike becaus

o}
e s 6to take photos of her little

Case study: Meet Liam

Liam (9)
“So far | only have my sister and Olly... that’s my
favourite filter that Olly sent me, God these filters are so
funny.”

Liam is 9 and lives with his mum, dad, and older sister in Scotland. He
and his sister share a tablet that they use for watching YouTube on a
shared account. He's just been given his first phone: an old Android
phone that his dad isn’t using anymore. His parents have limited the apps
he's allowed on at the moment, and plan to set up a limit on the amount
of time he can spend on the phone, in the same way they have for his
XBOX. He doesn't have social media platforms like Instagram or TikTok
nor many contacts - but he was excited to get onto his new phone and
use SnapChat filters and send GIFs to his parents and friends. He and his
best friend, Olly, are now able to message each other before and after
school - which mostly involves organising when they will be able to play
Fortnight.

He described pestering his dad to set it up quickly and thinks it took him
about five minutes. He couldn’t remember or had never known what his
privacy settings were, with a mix of more public and more private
settings.
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Other children wereusing alternative appe create vides and photes. Madiha {1) was using @ideo editor

gopcalledCapCut o make ©O6editsd oWhieMadikaawilé manidméer shaienksrt
with friendsdirectly, she would notpost it to social media, despite being prompted to do so by the app.

ol just get |todtrd@rie sideesor photoslof menandthkeanetdie i f you press
export it says save to device or save and share to TikTok, so you can like post it on TikTok, but | do not do
thatatall 6

Madiha (11)

A deep dive into gaming

Childrends Data Lives 1is
childrends online I|ives,
pulled outandexpldre i n 6 dee@r di vesd each

a udi nal piece of rese
a data and informati or
Many younger children regularly played online gaénes their phonestablets, PCs andaming consoles.
Robloxwas the most popular, with childremoting the variety of games they can play on ¢faening platform.
Faisal (10) played on his PC every day, whereas Madiha (11) played on her iPadQ)esgeeially liked the
orplleaying gamesd on Robl ox.

ORoblox started really young because my cousins showeinkavhen | was four orfivel t 8 s a g a me
where you have many gates
Faisal (13)

Some were playing games with friends and usdulili chat functions on apps like Roblox or called their

friends on WhatsApp to communicate while playing. As they got older, gaming often became more focused on
playing with others online. Some discusseadriactions with both friends and strangers whgaming. This was
oftenongamesvi t h more of a focus on interaction or ©&chatd.

d play Roblox with my friends, whatever they areéptaymegof my friends (ber Robloftiend list) |

have no ideaho they ar¢hisisjusta person who told me to accept a friend request, probably someone |
did aroleplaywith. Tlese are my twioiend from Robloxhey speak a different languaggjbe Russian,

SO we use emojis togettees they have no idea what | am séying

Arianna (9)

What is Roblox?

-—poaswe s3w

o

Home Qo e Connect

' Friends > A\

ﬁ-__---

Friends

I;’ 8 ) e i

Royale!ziHigh [Update(]

Recommended For You

) W e
L] O] (5] ( [

Roblox

oFriends makigoblox funConnect with friends you already know, or discover idew ones



Roblox is an online platform where users create, share, and play games made by others, offering both social
interaction and creative game developmehfter downloading the appn their phone tablet, gaming console,

or computer, playerscanchoose fromthousands of game3hese range fronDressto Impress where users

walk around and dress up to a theme whilst chatting to each otherroomto Disaster Islanda more

actionoriented game set on &opical islandMany of the games emphasisteraction and creativity, as well

as game creation, avatar customi sat i o@nganemrcuwrenayay s t 0o S

Implications of game design that incentivises interaction

Not all gaming is the same. Many contain features that allow players to connect with others, often through
mul tiplayer or ©6éopen worldd options.

Games like EA Sports FC 24 (formally known as FIFA) or Call of Duty have time pressured objectives. They

are competitive, encouraging players to build their skill level (and show off their abilities). While players can

interact and connect with othersorhte s e games, this isndt the main objecHt
environments will tend to be focused on objectives, trash talk or attempts at humour.

Some of the games children were playing had goals and features that focus on interacting with other users and
building relationships. On Roblox, many of the games appear to be designed to facilitate meeting and

interacting with other people: they are mudtayer, offer chances for interaction and chat, allow users to add
6friendsd and create groups of wusers, and facilitate

Other games similarly incentivised interaction.

1 Gorilla tag is a muHplayer, virtual reality, opeworld game for players using a VR headset, where
players play a virtual game of ©6tagd6 with any oth
chat with others while using igame voice chat whilmovi ng t hrough the o&éwor |l do.

T Ani mal Crossing is a |ife simulation game with no
their home and trade items they collect in their
relaxing atmosphere is one of its key appeals, with siogtimusic, simple yet engaging tasks, and no
penalties for failure, while players can interact

Many of these games can be played on VR headsets, which have additional functionality that enables

conversation. A search offiouTubewill pull up videos showing how to adéR mods(Virtual Reality

modificationsY hat wi | | modi fy t he s oadtmstan@hHange feeivadsageradds v oi c e
gender.

If Gveryone else dhad an app, device or account & they want ed itt oo

Younger childrerwantedtheir own phones, andthey wantedto set up accounts on RobloXjkTok, Snapchat
and InstagranChildren spoke about what their family members and friends at school were darmadpow
they felt left aut when others had accesstothingshat t hey di dndt .

OEver yone wal3ikTokpandl was ¢jke mlomocant! dowrildad it
Leandra (12)

oOWhen | had an i Pad i n avddgheyall lait[Tikddk]and hined togetiteors had a
myiPadand mum said remd no to Snapchat as well. Then | got a phone in Year 7 and mum said | could

get itd

Joey (13)

Some spoke about thesiblings wantig to do everything they were doing. Leeq83a spoke about how her4
yearold sistertakes herphoneandadds randomdé people on Robl ox.

Parents also mentioned the challengguoéventing their children from having a phone, or using certain,apps
when all of their peers were already using them.



Leesha's younger sister wanted to use her

older sister’s phone all the time. She
regularly took it, and wanted to use all the
same games and apps Leesha did.

She regularly played Roblox, and sometimes
added people on Leesha’s account.

Leesha (9)

OMy daughter wanted a phone, and | said there is
think the problem is there are some children that have acdessea and it 6s the feelir
out on thingsut we are just trying to protect her from that online space which is dangerous and not always a
pleasant, safe space for young p&ople

Zaind s Oad )

Some were concerned about safety and risks of physical danger

YoungercHi dr e n 8 s mveeie abowtbosr tr ri aensg ,eamndthat someorecodld find out wherethey
lived or went to schoolanduse that information to kidnap them.

Farah (10had heard ot situation whereanadult had contactea child online, asking for their address and
then coming to their home.

OA grown man, they |ied about their age, | ike, th
friends é the really little girl or boy said, oka
And then she did do it, and thertame to the house 0
Farah (10)

Margot (10)similarlyhad a friend who she said had accidentally given his address to someone online and thinks

that person then used the information to come to his house.

Some could repeat instructions from their parents or learnings from school that data like their name, address,

or the school they went to was very important to not put online.

Some restricted personal information due to safety concerns

Some younger children, wary of physical risks associatedtigihinformation beingnline, took measures to

protect their personal information. Leeslt{) became visibly scared after receiving multiple calls from a 'man

from India' on WhatsApp. In response, she changed her name and photo on the app, opting for anonymity

across all her platforms.

Madih®# 6 11) ol der sister had an incident a year ago wher

her | P addressao. Madi ha worried that findbutwheragthe happened

lived. As a resujtMadiha never posted anything online.
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olhey could track me. They could do anythingéWhen
she added this person, and this person was leaking our IP address and everything, and we told our dad and
then she had to delete it and she was banneldeir@imoné

Madiha (11)

As you grow, your online world becomes more social

As children grow olderthey become more motivated to meet new people, build relationships, and have
friends.Navigatindheseincreasingly complex social lives and dynamics bectmé&spriority onling;
managing relationships, reputation, popularity and ga@ssipss a small number of platfornhis translates to
their online livesshaping how they use technologyd the extent to which theyeel theycan choosédo be
online or not in the first place.
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Diagram summary of devices used by older ¢hijgicbd2L 7, total 21)jn the sampldédarker blue represents
devicethat belongnlyto the child, and lighter blue represents shared devices.
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Case study: Meet Joey

Joey (13)

“Probably football is my favourite thing [to do]... schools
very good, I've got lots of mates, | play a lot of football
as well.”

Joey is |3 and from the North West of England. He's passionate about
sports, playing on two football teams and a cricket team which his dad
coaches. He’s doing okay at school, but has aspirations of being a
professional sportsman when he's older, so is often training with his teams or
practicing skills in the garden after school. He's close with his parents and his
older brother, who has just moved out to a house nearby — which means
Joey is moving into his brother’s old (and bigger) bedroom which he's been
excited to redecorate with a darts board for when his friends come round.

He's had a smartphone since Year 7 — but only recently started to use it
more when he was finally allowed to download TikTok, Instagram, and
Snapchat like his friends had. He’s kept his social media profiles private on
the advice of his older brother. He's also got a PlayStation and an Oculus VR
headset, which he got for Christmas. He mostly games with his friends, who
all had Oculus headsets too, although he's made a few online friends on
Fortnight and Guerilla tag — despite his brother setting up the devices.

Case study: Meet Annabel

Annabel (17)

“I honestly don't really like social media that much. But
then again, | want it. So | feel like a lot of people say
that they don't like it, but they're on there anyway.”

Annabel lives with her parents and younger sister. She's about to go into her
final year of sixth form. While she’s enjoyed doing more creative A Levels,
she isn’t totally sure about what she would like to do after school yet.
Outside of school, she’s fairly active, with rowing training and competitions,
and running a few times a week.

She thinks that her parents were fairly strict with digital devices and screen
time when she was growing up. She and her sister, who is |5, still aren't
allowed to have their phones in their bedrooms when they have gone to bed.
She doesn’t mind this too much and now leaves it charging in the kitchen out
of habit.

While her parents were strict about screen time, they were more relaxed
about social media platforms, as she’s had Instagram and TikTok since year 8.
Also, unlike many of her friends, her mum and dad don't track her location
via an app. While her friends’ parents say they need it for safety reasons,
Annabel’'s mum prefers to message or call her if she ever needs to know
where she is.
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For older children, technology was centralt o their social lives

Older children, aged2:17, placed a high value on expanding their social netwofien startingas they
transitioned to secondary school amegan formingew friendships. Their online activities began to mirror
these social prioritiesand feing online became essential for maintaining friendships

Bazwas the only 2-17 year oldin the samplenot to have a smartphonén his familythe childrenwere not
allowedsmartphons untilthey were 16.Thismeant he sometimes missed out on plavith his friends

OMost of my year has Snapchat and thi slthinkll 1| i ke,
would meet up with my friends more if | did have Snagchat
Baz (14)

Or | ads modthisaacogmsicghhe mle of technology in keeping her daughtennected

0To be honest, | think once they go to high schoo
communicatioit's a means of being in a group, being in touch withAvedglethat point, it was almost,

if you're not, if your child isn't engaging, then they're outside of a group because the Mmasses are on

Orl adés (15) mum

Some children were seeking out new friendships onlitma (16)s transgender and experienced some mental
health issues whilst at school. He has now left school and is being homeschéelkds met some people
onling making one frienavho is also transgender.

0l 6ve always kimd ocfochaéntlhi hgsr éalbleyalaed | atten
many peopl e. So one of my friends is online, who
how we kind of like came across eacléother

On TikTok someone neagldiscord server for, liIk§BTQ hangout kind of piacéwas just like, you

know, | might as well just give it a try, find people like me. So | joined it, and we just kind of got along and
started talking more privately and just eventually met up later.th@at year

Ezra (16)

This shift highlights how older children use technology not just as a toy or a tool, but as a vital link to their
social circles.

Concerns about social status and self -image emerge d both on and
off-line

Children in their earlyteenage yearaere increasingly aware of how they came across to othieosh on and
off-line. Theycaredabout what others thought of themheywanted to know that theywere liked,andthey
wanted to be reassured thahey fit in.

0OYou have to have kind of astffandéfriendeép wtoait iharv ef dro p
kind of be on #t leved
Leandra (12)

Unsurprisingly, thesehildren weremore invested in their online presence, with followers, likes, and other
visible signs of social status holding significant importandeeassuranc&Vhen asked whayoung people
worried about most online, Dina responded:

OReputation, likget t i ng | ots of views online and al ways | oc
Dina (15)

Children felt proud of theattention their accounts received, with followers and likes serving as crucial nsarke

of their popularity.

OYou best be believing | was getting all the follows, all Hzarlies.
Sean (15)



Mason, |3’s, TikTok account was deleted
for being underage. After setting up a new
account, he was eager to regain his previous
level of visibility.

“l wanted more followers because now [ only
have 20, and | used to have 2000.”

Mason (13)

Some spokebout their accounts being deleted and ttisappointment they felt at losing thesaline markers
of popularity.For many children, these digital indicators of popularity became essential to thdinagk,
reflecting their growing concern with how they were perceived by others both online and offline.

They wanted to protect their reputation and avoi d embarrassment

Chil drends pur s uwithaha@l sersigvityrtoganythirigatenight ensbar@ss thenthey
worried aboutdoinganythingthat might expose them to ridicule or draw unwanted attention

Umar (15) did not post photos of himself online becausen@sworried about what people could say in the
comments

ol " m just not c o nthewalélookNotthatt think hmyhsdeolst butll jusk don'tiikie a t
the way | look, so | wouldn't really share it to people because people online are guitventfuessn

the comments making fun of tléenthe insults they come up &ith'd rather not get roasted online by,

Il i ke, so many people. 6

Umar (15)

Annabel ds Mum used to post p hwoherotisey wefe ydurger, bothsitHed r en o n
got older, they startedo find it embarrassingNow she rarely posts photos of them online.

Ousedtopogtpi ctures of the chil dr encdthepwerebBma 2md@K a | o
havendt mehkblelcyaupmestfeAdhgabteéeé 6si pholthwesfarted to say
could post that photo. And | thought,yeahh at 6 s a .véal i d point actwually
Annab@T)éhem

Children wanted to avoid missing out on what their friends were doing

Childrencared a lot about what everyone else is doidghey wereaskingam | missing outRo | have access
to what everyone else does?

Annabel (T) described the feeling of missing out when she decided to delete Snapchat on a family holiday to
take break from social medi&nnabel did not want théistractionof apps like TikTok and Snapchat, and
thought it would help her enjoy her holiday mordowever, she redownloaded Snapchat as soon as she got
home

OTo some extent there is, likithout any social media, you'll migmolike, things being organised because

people will make, like, a group chat to organise a meeting and if you're not on the app, you won't hear about
it and t hen vy o uthevedefinittly iskan element af missing obtiomthings if you're not on
social media é because that's how people communic
Annabel (17)

Daniel (12), described how he did not want to leave a WhatsApp grbegpite finding themannoying due to
people O6spammingd t he c¢ha,tasallhisicladgsmatedvie® i theniandewaldges ar
not want to be theonlyone not in the group.
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Childrends priorities sometimes 1incert
control over their data

Social pressures and concerns about strangdn®s/e some children to exhibit behaviours that aligned with
data privacy.

Fear of embarrassment often drove children to carefully manage some aspects
of their privacy

Children used some of the privacy features platforms provided to manage how they appeared online and
minimise the risk of embarrassment.

Children limited who could see what they were doing online

Childrends sensitivity to embarrassmentseeonvhdithtey | ed t he
did online.This often involved using multiple social media accounts, curating what to post on more public vs.
private accounts,and s i ng f eat ur es s linuitlvhozauld $ee their soatent. r i ends & t o

Annabel(l77managed two I nstagram account s: a 6maind accoun
account for c¢close friends. Her O6spamd account all owed
featured more curated content due to its wider audience.

Similarly, Liy12) preferred posting Instagram stories on hprivate accountfor sharingdess polished
moments with her close friends. She used her puldicountwith more caution, aware that it was accessible
to everyone.

OMy private story [on Instagr am] is only my c¢l ose
thereéand, thereds obviously my public one [accou
Liv (12)

Childrenremoved i nf or mati on about themselves they didndt wan

Children often removed information about themselves that they found cringey or embarrassing. Georgia, 16,
frequently deleted posts after resifig how many people had sedrem, startingto question howothers
would perceivethem.

0Someti mes | post things thinking I |l ook so great
people have seen it [on Instagram], and | justgbtar r assed. 6
Georgia (16)

Someolder childrendeletedthings they had posted of themselves when they were younger, because they
found itembarrassingAnndel, 17 has had her Instagram account since about year 8, but had deleted most of
her old posts.

QAlof the posts | would have posted when | was | i k¢
a bit cringe ngWwmean maybke 6 | | | ook at tindfiveyearsnd berlikewhatwaseshet pr of i |
doing?¢6
Annabel (17)

Children limited posting permanently for fear of being judged

Some children avoided permanent posts, opting for features that offeredltimited sharing to reduce the
risk of longlasting scrutinyOrla (15) rarely posted actual posts to her Instagram account, preferring to use
stories.



“I post on [Instagram] Stories because you
can only see it for a limited amount of time,

and it’s not there forever.”
Orla (15)

o

= f‘

Fear of O0hackingd I ed some childrea to be ca

Some expressed concerns about bedngckedor locked out of their accountsThis wasfrequently driven by
social fears, such as the possibility of someone gaining unaethaiicess to their social media profiles to
impersonate and embarrass them. Additionalymeworried about being unable to access their accounts and
potentially having to create new ones, which could leatbgingcontent and the followers they had
accumulated.

Chi | danxesty @eub e i magc kipartichlarly on apps where they felt there Wwass of6 per sonal &
informationabout them drove some totake precautiongo protect their accounts onlineThis included

adding passwords tappskeeping accounts privatasingtwo-factor authenticationand avoiding using their
real names online.

0l worry about people getting into myandstufiiikd becau
Snapchat they can get all your personal informatid@ angiltt mor e of yhutihaveper sonal
like two factor things on atcourg so if someone went to get into my account | get a code sent to my

phone

Bradley (16)

ol put a Spapchdbvsafetydecause what if someone picks up my phone and wants to read my
messagesémy personal information and | ocation and
Jonah (12)
Childrends priorities could also sit
I n other scenarios, childrenf6s concerns with social s

any potential concerns about dafghis could leado behaviours that sat in tension with their data rights.

Popularity sometimes prevailed over privacy

For some children, the appeal of gainiikgs views or followers outweighed any concern for keeping
accounts private
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0So I dm public, i f someone searched me up they do
€ | 6m friends with act urendsoffgorilatgand pk&€ak pommunity.n | i n e .
Online friendships, honestly, can be better than in real life friends because if you have a fallout, they usually
just forgive yoworc@dti ke dreamd.y6oeasily. €& it

Murray (12)

For Umar (15), having '"random peopl e’ he doesndt knov
plus; whether they agree or disagree doesnf6t matter,
0l dondt really know [the people] in real life, r
agr ee wommantthigthiséthig
Umar (15)

Faisal (11), who usually keeps his Snapchat stories private, once accidentally posted publicly. When he saw it
had 49 view8 far more than usuél he decided to leave it up.

Platforms like Discord, Fortnite, Gorilla Tag, and Instagram enabled them to chat and interact with people they
di dndét know in real | i f echat, didtussion pages, land dpeemlld gareeplayu r e s | i k €
with voice chat.

“I actually [posted the story] by complete

accident ... | meant to do it on my normal
story but then [ just did it on my public story
by accident, but then | didn’t even bother
deleting it, because then I'd just lose all my
49 views.”

Faisal (11)

Some children, particularly those feeling isolated in real life, sdtightlships online by creating more public
accounts

Murray (12)has ADHD and anxiety, argtarted being homeschooled earlier in the year after having

arguments at school. He found school difficult, feeling anxious about interacting with his classmates. He was
spending a lot of time each day on digital devices, creating TikiDelosand playing Grilla Tagon his Oculus

This virtual world has become his main way of interacting with others, through Q&As, giveaways, and open
world gameplay with a microphone to talk to other ptag. He and his mumneflectedon the benefit of him

being able to talk to other players, the majority of iwh Murray thought were childrenTheyd i drefléct on

the potential risls.

Excitement for new devices and apps overshadowed privacy settings at set up

For many children, the thrill adetting up and using a new device or finally being able to accepspldar

apps andyames their friends were usingvershadowed any concern for data privacy. When setting up a new
phone, gaming console, or downloading a new app, their focus was on the excitement of using these new
tools, not on adjusting privacy settings or understanding-ghting policies.
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9-yearold Liam had just received his first phone, an old Android passed down from his dad. Following in his

ol der sisterf6s footsteps, he was eager to get started
and send GIFs to his parents led hionrush through the setup process, barely noticing or caring about the

privacy settings.

OMy dad done it é 6 dondét really know how
Liam (9)

L i aprifary focus was simply on accessing the apps he had been eagerly awaitiatsApp, Snapchat,
and YouTubeHe descri bed pestering his dad to set it up qui
known what his privacy settings were, with a mix of more public and more private settings.



A deep dive into location sharing

Live location sharing seemed normal for many children

Location sharing was commonplace among the children, regardless of whether it was with friends, family,
followers, or the platforms themselveSome examples were where the location sharing itself was a necessary
feature of theplatform For most children, this seemed obvious and necessary to being able to get what they
wanted from the app.

oYou know, like Uber, you know, like, when you're doing an app, they need your location to see where they're
picking you up from. Like, but with iattéey don't, because you phone them, you say you tell them your

address and they'll turn up. But with Uber, you do it offéan app

Bradley (16)

owWhen | downloaded the Google app on my phone it asked me if | allow Google to seejusf location, |

press accept because | i ke, obviously itdés going t
Yomi (10)
On ot her platfor ms, bei ngoabl eeabusbar@&hl scanhcbodwds s

SnapMaps, Instagram, and WhatsApp.

oForWhatsApp If | decide to send my live location to my mum or dad. Snapchat, because | like to keep my

| ocation on to my brother if ®©06m | ooking for him
Erin (14)
oOnly myest friendsan see whereitma b ecause | di dndt know how to tu

made it so only nygst friends an see. 0
Murra y (12)

There were alsapps being used where knowing the location of another user wagttingary purposeof the
app itself. These included apps IkadMyFriends, Life360, and Pidgohere users can connect their
accounts to be able to see where another user is.

oWhen we went to Reading | ast
€ So thatds one of my close f

r
where sheds dri viamgd atnhde wthTaA. ¢
Annabel (17)

summer, we go
iends é that
er battery i

ol have [an app] cal liteetb m&whereshéidhat percénhhermplyonegaony | f r i e n
everything | i ke that, real |l vy, itds good.
Bradley (16)

ol have pingo, [ my mum] has Fi rhisfsnd K godssstraighttohyy a | o cC
mumodés phone, i t6d0s an emergency thing
Leandra (12)

Analysis of the functionality, wording, tone, and overall user experiaigidighted additional features on

some of these apps that enabled more information to be shaféds includedven more detailed, precise

knowledge of where someone was and whattheyweredddegi ng abl e to | i sten to what
microphone could hear, being alerted if the other user is travelling, if they stop suddenly, or being informed

about theirp h o rbatt@rg charge.
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Life360 is a location shariragpp with additional features promoting safety, suchdasing safety features,
geofencing alerts, emergency assistance, and family messagingleRigged to beisedin conjunction with

the Find My Kids apffor parents) focuses on redime location tracking for kids, task reminders, safe zone
alerts, emergency noatifications, and communication between parents and children. Both apps aim to keep
familiesand friendsconnected angbromote the idea ofafety.

Sharing location through these apps seermnedl be a nor mal part of ,wletmEr r espon
this was with their parents, friends, or in their romantiglationshipslit tended to be more of the younger
participants sharing with their family, and older children with their friends or in relationships.

For those in relationships, there were exammdces wher e
or closeness.

Case Study: Meet Georgia

Georgia, 16

“I have life 360, which is like a... | don't want to call it a
tracking app, because that sounds a bit weird, but it's
like an app... if you press on it, it tells you exactly where
you are.”

“So when he went in like a car, it would say he has left
where he's at ... it says the time, distance and how fast
and where he went to. It's weird. It just sends you
random notifications ... if | was to leave my house, it
would send my boyfriend a notification.”

Georgia lives in Exeter with her parents, but her boyfriend, Lewis, joined the
navy last year. This means he’s moved from the South West to Portsmouth,
and is soon going to be moving to Scotland for his work.

Georgia and Lewis use Life360 to help them stay connected. Georgia only
uses Life360 with her boyfriend, but uses Snapchat to share her location with
her friendship group.
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Life360 and Pingo appeal to parents' safety concerns by linking their services to peace of mind and security.
Life360 emphasizes reliability with phrases like "Get peace of mind" and "SOS alerts in case of emergency,"

and

while Pingo connects knowingachild® cat i on wi th reassurance that "every

model , called a o06Care Plan, 6 and its cuddly pengu
Both apps leverage the desire to protect and stay connected, makang feel essential for ensuring family
safety

Another person or a platform knowing their precise location was not a concern in and of @skpending on

who it was that was going to know and why. Overall, the decision seemed more to be alhaid share

their location with and fohowlong r at her t han whet her they would at
location at any time was a sign of closeness or care.

Implications of increased location tracking

While it is understandable that parents would want to know where their children are, and younger children
will get some sense of reassurance from parental oversilgatyormalisation of location sharing during
formative years could have significant implicatimnguture relationship dynamic§vhat happens whea child
decides they no longer want their parents to know where they are? The same issue could arise in
relationships. Could being unwilling to share location data becaomedicator of distrust or a lak of loyalty?
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Chapter 2:
Buried and inconsistent policésit
chil drends engageme

Children care about what they can access onhnewhatthat meansn terms of their peersand social
networksds o it 0s OoOdastuadon §h rsigdfieariyintreeir decision making or behaviours.
However, thisisonlypartofunder st andi ng what shapes childrends beha

When we considerthe digital environment thegperate withind even if dataightswe r e part of chi | d
online prioritiesd is it realistic to expect they could meaningfully engage thiélse policie®

Children s truggle to imagine how companies might use their
data

The ways companies used their data often felt abstract and
intangible

W hile many children felt confident using their devicesawourite appsthey were less lear on what was
happening in the background in terms of their d&tewchildrenwere confident abouthe detail ofhow
companies might usheir data

Annabel (17) and Georgia (18It unsure aboutlifferent data features and what companies might use them
for.

0Someti mes you hear about companies stealing your
actually wuse it for?¢o

Annabel (17)

0 No o0 n esyoupvhdt dogkiestagdlpeopl e say ©6tds not i mportant

Georgia (16)

Despite this, dew of thechildren hadgained a general sense of the fact tbampanies usktheir datad often
from PSHE lessorabout their online life or from overhearing their parents or other adults talk abitet
topccSome repeated messages theyd6d heard el sewhere abou
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o dondét really think they [sbakeéeisi meanhiang part
f i n engpantes that want your diaies 0 me r enaybesont bad reasah
Faisal (11)

A few of theolder childrenin particular hadpicked up informatiorthrough newsstories so felt more
informed about how companies used their data.

0 Sotimeswhen youdr e dvil pou aceptithése codkididatarebasjcalljust like

information aboutyou.tSbh ey gi ve you the thing to decide wheth
actually get a choite

Stevie (17)

Childrencould name somegpotential downsides orisks of companies usinigformation about themThese

includedtheir data being used for targeted advertismg t hei r bank account or card
However,thesewere rarely top of mind anaften felt less tangible ardirect compared to the immediate

social consequences of sharing their informatidth people they knew

Overall, diildren tended to trust the security and integrity 6fb plagfd@ms or companiggarticularly those
that were well known and had established reputatiddsme also felt that larger companies were more likely
to take measures to ensure safety and secudityhich they thoughtvould extendto the safety and security
of their data.

FaisalIl) trusted O0big companiesé, especial (1gdidnbtose t hat
mind Google having access to his location data because he did not think that Google would do anything
0shadydé with his information

0Google is one of the biggest companies in the wo

would know about it

Yomi (10)

Accessing the platforms their friends were  using required accepting
Terms and Conditions and sharing data

Sharing data was often perceived to be a necessary stepinorderctc e ss apps and services,
w o r Kh included inputtingersonal information to set up accounts and accepting cookies to access
websitesthat their friends were using.

There were certain platforms that children felt a lot of pressure to be on in order to maintain and build their

social livesGiven these platforn@s o c i a | i mportance, children donoét ffeel
on them or not This meanthe decision to exchange data and accept terms and conditions was often made

without attemptngto engage wittap | a t f o r m®hisprgssute coald ase act as an incentive to enter

false informatiorio gain access.

Data was often children's only available currency

In terms of accessing social meglatforms, games, or shopping apps, it seemed thtd dasoften the only

way children could get what they wanted onlii@aring personal informatiowasoften seenasa necessary

stepin order to access apps and servicghis includedhersonal information to setip accounts orcreate

profilesandaccepting cookies to access websitdss chi | dren often found they cou

platforms without these actionsharing their data here was seenrecessgyt o 6 make t hem wor ko.
0

ol feel |l i ke in order to use the app, you have t a
you might decline terms and conditions, and they'll just be like, you can't use the app unless you accept it or
somethinggol guess it's |ike, i f you want to use the app
Ezra (16)

01 é&lamddata], but | have to give it to actually log into thé thing
Mason (13)

There were also exampleshere sharing informationvas part of specific exchangsreturn for rewards or
new items on platformsDaniel (L2) created an account in return fom 6 s kBrawl &arspagaming apg-e
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explained that having an accoumta s n 6t compul sor y allowedhémt@arbckieewards pl ay, b
such as new characters and skins.

Whet her itdés t o ac addisoral guebns onfine childenwere activedyexehangieglata
with companie®r accepting terms and conditions.n s ome scenarios, the very acti
a cookies notification osignalling they had read the Terms and Conditifeisso frictionlesssome children
d i dattrdbate it to an agreement around data shariirgother scenarios, the exchange felt more ovastit
ashi |l dren dondt hiathessanewayasasiulttoes mobeyydi dndt have the o
alternative to sharing data.

“You can choose if you want an ID or not...
I've put one on, like, you just have to put
your email in and then it sends you a
verification code... it means you can have
more than one account and you can also use
it like on different apps. And it also does give
you rewards when you make an account... it
gives you a new character and also like a
skin for them.”

Daniel, (12)

Privacy policies were often buried and  difficult for children to
process

Engagement with the privacy aspects of online platforms was minimal. Few children actively read terms and
conditions, privacy policies, or understood the concept of cookies. Only a small number had interacted with
these privacy features at all

OWhen we agree... most of us don't read whatever i
Dina (15)
Where children could remember seeing specific privacy features, few had fully engaged or understood them.

Most of the younger children had either no understanding, or a very limited understanding of what cookies
were d even when researchers probed around cookies specifically on the internet

0l always accept them [cookies], but | dondét real
cookies, and, like, 1 was collecting cookies. 6
Bryanna (12)

0Cookies are basically a $weet, basicallyéitds ch
Margot (10)
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Even if a child did want to find out about how their data and information was being used or what privacy
meant on a platform they were using, there was often a disconnect between a child's level of understanding
and what they would be expected to compreftenn analysing the platforms children used, privacy policies
often seemed 'buried'.

Platform analysis: Privacy policiesd acces si

Privacy Highlights
for teens

ivacy Highlights \
"

Privacy Highli

TikTok Brawl Stars X Supercell

OWe believe itds i mpmotectioay 0 Pr i v aluty:/syperdabre/gn/privacy
to help keep minors and ypolicyb

introduced privacy features and tools to support age

appropriate privacy setti

Some platforms make efforts to tailor the accessibility of their privacy policies toward younger users, as
illustrated by TikTok's use of short videos to explain how the company processes users' data. Other platforms'
privacy policies are harder to find dmo not make adaptations for younger users. Brawl Stars' privacy policy is
not accessible directly through the app. Instead, users must find the platform's policy vichgpaotinked link

in the App Store description, which directs them to the SuperpelNacy policy on their website where they

can read the policy in full.

While some apps made an effort to inform users, even in those cases, users could easily bypass prompts
directing them to the policies. Additionally, when examining the language and framing of privacy policies, it
raises the broader question of how childreould reasonably be expected to engage with or even be aware of
these policies.

Platform policies d o not always translate into reality

The reality of using the platform did not always align with the platform policy, particularly with age restrictions.

Most of the children had provided incorrect ages to use platforms

Only a limited number of apps being used by children requisithle or userdrivenage verification beyond
simply asking users to input their age. This approach made it easy for children to bypass restrictions. It was
found that most children had at least one platform where they had provided an incorrect age, a trend
consistent across lahge groups.

There were a range of reasons children were doing this. Many chose to alter their age to bypass age
restrictions, enabling them to access games, TV shows, and social media platforms that their peers were also
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using.Others did so as part of the transition from using their parents' accounts, often with encounege
from their parents, who were keen to regain control of their logins and social media feeds. Some children
found it easier to scroll to a random birth date rather than input their actual age.

oBasically, wi téé9 yEacsbltl, gpox haveitd put a bighgr age bekagise otlyeonise they

woul dndt | et you go on the account. o
Madiha (11)
0You can just change it [birth date] though. No o
Zain (9)
Children didndt have many concerns about inputting arn

Even when accounts were frozen or shut down by platfoc
and their actual age, some children had alseereated backup accounts to ensure uninterrupted access.

Few had considered thiengterm consequences dhputting an older ager'he initialadding of dew yearsto

access a social media platformgameoften meant the ag®n the profile was stilunder the age of 18, like

the user themselfFew identified therisk of the age gap between their age and the older age on the profile

continuing into the future,witht he pr of i | ed s a g ebefltretheyotmemselges @weBdandl 6, or 18
therefore being shown content and app featusggpropriate for that age

Sometimes parents were helping children overcome age  -assurance
features

In some households, shared devices between siblings or parents and children made monitoring and adhering to
age restrictions more challenging.

Despite concerns about safety onliseme parentshelped their child to bypass age assurance features when
setting up accounts or were unconcerned if they found out their child had set up an account with the wrong
age. Theyelt it was important thatheir childwould be able to play on the same games or see the same social
media content as their friends.

There were some discrepancies in the
privacy polic y, and what was in place to enforce that

Some platforms lacked mechanisms to ensure accurate age verification for each profile, even though their
privacy policies emphasi age restrictionsshopping apps Temu and AliExpress state in their privacy policies
that they are designed for users 18 and older, yet theirsigmprocesses include no checks to enforce this.

On other platforms,the use® age did notappear toimpactpotentially relatedsettings W hen researchers

created a Roblox accountforafy®aro|l d, the default privacy setting was
O6suitable for all ages. 0 AddIidtEivemty ekighdwithhtemipbh at f or m &
game.



Platform analysis: Privacy and age assurance on Roblox

17:01 &8

< Account Info Privacy
—— ———

My Settings

Roblox

oAl I experiences are searchabl e. Experiences without
displaying any 17+ content. All content must comply with the Roblox Communidy Standards.

Roblox requires users to input their age when setting up an account, but it does not require any age
verification making it easy for users to input fake ages.

Roblox has a thrediered age categosation system, with tailored conterduitable for ages 9+, 13+, and "All
Ages," which is accessible to users who are 17 and above. However, all users unimhetuiding those who
are between9and1lhr e categorized as 13+ under Robl oxds defau

Researchers at Revealing Reality tested this by setting up a @efid eyearold (left image)The default
settings of this profile were automaticallgt to receive text chats from any user (middle image) tmbe
exposed to 13+ contenfright imagedespiteinputtingan age under 13.

Platform design could disguise data sharing

User experience design could hinder childrends under s

appear to obscure information and incentivise data sharing.

Game -like features appeared to incentiv ise users to share their data

Across a range of platforms children were using, there were examples of features where fudjkgame

features and UX appeared to incentivise users to share their dag.examples were on shopping apps,

where social mediaandgarhei ke desi gn seemed to be applied to grab
platform.

While these apps often stated they weirgendedfor those aged 18 or older, age assurance mechanisms

di dn 6and teexcontemt and design appealed to children. This included using features sobtduafsil

childl i ke il lustrations and graphics, creating games su
by 6feeding fish6 onwhéerdusersecpuld win @ripedin thepform of conpgnswh e el s

(



Case study: Meet Leesha

Leesha (9)

“There’s a game on here ... fishland, like, you claim the
thing, the food for the fish.

If you keep feeding the fish, once its gets to 100 ... then

you get your order ... whatever you want.

Sometimes it says you can invite people, then you’ll get
even more [fish].”

Leesha lives with her parents and two younger sisters, aged four and eight
months. She has had her own phone since she was eight. She loves playing
games on it, taking pictures with funny filters on Snapchat, and online

shopping.

The shopping app she uses the most is Temu, where she buys toys and
gadgets for herself and her sisters to play with. Temu has in-app games that

incentivize users to play in order to gain rewards, such as vouchers or

discounts on products. Leesha loves playing Fishland, where you feed fish in
exchange for points. She earns extra points by inviting friends to play a match
with her. i ‘
Leesha shared her phone number with the platform when she signed up.

Temu regularly sends her WhatsApp messages with discounts or vouchers,

encouraging her to buy things from the platform.

Platform analysis: Game features and age assurance

Q Search " Temu
Let's make our

FISHLAND OFFICIAL RULES
TEMU PLANET

Official Rules

ELoBILITY

Y . - - =

THE PROGRAM: &

&

®
g
& J

Temu AliExpress

0To be eligible for the Pr ogr &dnlynatural personswho meett

age of majority in yqurisdiction, whichever is greater, and of legal age of majority under higher natic

capacity to form a binding cor laware eligible to participate in th
Promotion (such as being older tt
18 or 21p

INT e mFiShdandremu Planet or Al iMergexBopssisers gaid sewards for completing gabesed
tasks.The gamesise playfulcolourfulillustrationsandsimple mechaniosith the allure of rewards, which
might incentivisgjounger users to engage withh e games. When expl oring
print describes that users must be over 18 to
there is no option to input age at any point in the Temu or Ali Express account ggracess.
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Chapter 3:
Parents bear most of the responsibility
for setting up and monitoring controls

What children do online, and how they perceive risk, is often shaped by their parents, especially for younger
children. But what are parents' priorities? How deeply are they involved in their children's digital lives? And
how much influence do they realhave over their children's online privacy?

Chapter 3 summary

9 Parents prioritsed online safety over data privacy, focusing on risks like exposure to inappropriate
content, online bullying, grooming, and excessive screen time.

1 The responsibilitfor setting up and managing parental controls fell primarily on parents, who used
both digital tools and household rules to monitor and regulate their children's online activities.

1 Despite these effortananychildren found parental controls easy to bypass, leading to a sense of
helplessnestor parentsand a belief that platforms should enhance protections.

Parents were more concernedwith t hei r chi binkes saf et
rather than their data rights

Parents expressed a range of concerns about their children being online. Thesedntleg®tential to come
across content they felt was inappropriatline bullying, as wedls thepotential of being groomeabr
contactedby strangers

Madi haéds aunt and Faraho6s mum were worried about the
whil e Bryannads mum was made taughtemowdebeerpestd taSpmeuparentsh e c o n't
also expressed concern about the amount of time their children spent online.

OYou can start on one page and end up s
recommendati onsébefore you know it, ito
Bryannads (12) mum

omewher e c
s saying w

OHer new set of friends play the same games as he
l ong she can be a misery guts and not very talkat
doing other things, when slaets doing them, but getting her off the iPad is something that is a tough

transitiord

Margot 6 £10) dad

Despite theserisks or downsidesmany parentslso reflected orthe potential benefitof their child being
online Oftenthese centred around sociéctors

0OThereds a huge o n hnxieteor ASD who stuggle to gda oot iand kKd fateto face t h
relationships, so for them online is a huge part of their world, because the world is restrictad@notigh at 6 s
why we realised that there needs to be some fl exi
Murray 6 €12) mum

Many parentslso talked about perceivezbcial benefits atheir childbeing online. They waat their child to
be able to talk to and play with their friends. Thdyi dwaidt their child to be left out, meaning thepuldbe
reluctant for their child to be the only one of their friend group whoa s on@ platform or game.
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Generally, parents were more concerned about these potential hahas they were about data and privacy
issuesFears of exposure tinappropriatecontent,grooming, and concern about théne spent online
overshadowed concern about theotential misuse of their children's data

As privacy policies and terms and conditions wehallenging for many of the childrémaccess and
understand, some of the parents struggled as walleRts found it hard to imagine how companies could use
t hei r c hidgammakingdtdiffiadilatd emsess the potential risks this could pose.

ol dondét think he needs to worry about his data a
Masonds (13) mum

The labour burden of setting up controls mainly falls on parents

Parents actively monitored their children's digital lives through a combination of digital healsehold rules,
andhaving conversations with their childrefhis includedbarental control features on devicesdhappsthat
enabled parents to setailyscreentime limits on applications or devices, or complétdlock usage at certain
times of day. A few parents had sgb their child's devices to requirparental approvabefore any appsould
be installed or in-app purchases made.

Some parents also sought out information and guidance on digital safety. Orla's mum turned to online
resourcesviaGoogle to find tailored advice on parental controls. Similarly, Margot's dad conducted research
before purchasing anything for his children, ensuring it included appropriate safeguards.

ol think that it's more about when you're purchasing or sourcing things for your children... you kind of do a
little bit of homewarkd
Ma r g q10%dad

Sometimes older siblings or other adults within the family were supporting their younger siblings to set up
new devices or apps, which meant that they were responsible in those situations for setting privacy.settings

0Sean would ask his older broHkeewoiuf dhétwaskgmieno

because he knsawgyY ovie 0 mie g hkehe siaegged farlball dosvnstairs, to be
honest! 6
Seanf6s (15) dad

Other parents were choosingon-digitalroutes, such ag-person conversations or rules around what age
children could get smartphones or where in the house phones were alloWeid.includedestricting access

to devices anighttime asking children to give them access to devices and appsoasitare theirpasswords
checking theichildrenhadprivate accountsor makingchildren wait untithey are a certain age to have access
to certain apps

OWedre not all owed smartphones till we're 16, and
computer's downstairs, the TV's downstairs, the P
Baz (14)
0Sheds also put into place a daily | imitosystem o
Jonah (12)
ol think I dve got it set up so that his iPhone is

download like apps and things on my phone
Joeyds (13) mum

Some children felt reassured by parental controls. Madihghappywith her aunt using Qustodito monitor

her i Pad and her dad tracking her | ocation. I't made h
OWedre aware of everything she tries to access, Ww
have conversations if its something we dondét agre

Madi hadés (11) aunt

Ot hers found these control s r estthathefrequerdlyagskedforr r i t at i ng
more time on hisphoneafter his screen time had been used up for the dayme children were unaware of

the extent to which their par((@E)nusr regulart checked herphener onl i r
without her knowledge.
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Both parents and children shared examples of how children were able to bypass parental controls on devices
or platforms.Thiswas often around screen time limits or age assurance features.

have |i ke controls on th

point. &

OMy mum used to parent al
find ways around it and then so thais o

Baz (14)

o put parenbpalt could turn them off

definitely do.ité
Bryannad £10) mum

chetivobsi ghheé

wanted to
bank card or a

o remember when |
form of | D, S0 a
gruesomeé
Bradley (16)

wat chowawdbwe deot,
driverds |

tto pluav
censeé

Bypassing these featurkest someparents feeling helpless, believing that more should be done by the
platforms to address these vulnerabilities.

Platform analysis: Parental controls and age assurance

(s Y (= .\ a —
Account Info |
My Settings
af
A Parents Only
2x6=
A Safer Video Chatting App
Y for Kids
1 2 3
a 5 6
‘ 3 7 8 9
S e \ J o o
Roblox JusTalk Kids
OFor additional ac c ounitdlocontinue please enter the correct answerd 2x¢€
you have the option to

email address atcount settings or during logout.
Chil dren are encour age
address but are not required to do so to create an
account . 0

Robloxseems toincentivisechildren to add their JusTal k Kids is advert

parents email address by highlighting it in red with
warning a signal. However, there is noticeable
change to the gamipgxperience for a user that
does not enter a parent email address. It is the chi
and par gmrbdgatee toadshparental
controls.

video-chat platform for kids. It requires parental
permi ssion to set up t
access account settings, or add new contacts (far
right image). Once parents have set up accounts,
they can use a4ligit pin code at these permission
points. However, before an account has been
registered with a parent, the platform usassimple
maths question intended tpreventa child from
passing onto the next screen.



PAGE37 OF 57

Conclusion

Chi | donlireéhaviours and attitudesre primarily drivenby social factorsmaking friends, gaining social
status, being seen as "cool" or popular, and avoiding excluBiis extends tatheir experiencesarounddata
and information sharindrather tharbeing concerned with privacy policies or data riglsisgial factors shape
their interactions with@ated .

In some scenarios, social factors encourage pricacyscious behaviour§he fear of embarrassment or the
wishto present themselves positively oftégadschildrento manage their online presenceore thoughtfully.
They use privacy settings to contralho cansee their posts oito shape how they appear to others. While
these actionsnay not always be based on a clear understanding of data prihegylemonstratethat
children ug privacy tools tonavigate social pressures onliffdis highlights the need to consider social
influences when creating privacy features that are effective for young users.

Social pressures can also drive children to prioritise connection and popularitypovecy The desire to fit
in, gain approval, or connect with others online can lead them to make their profiles more public or share
more information The need to be seen and accepted by others outwsighncerns about privacy, with
children sometimes overlooking or bypassing privacy settings altogetrstaycconnected and relevant in
their social circles

Giving access to their personadid often seemlike the only currencyavailable tananychildren online,
necessary tasethe apps, games, and features they erjiryce shared, many children are unaware of how
companies collect and use their daBome design features on platforms can make it difficult for children to
understand and make informed decisions about their privaeynelike features and engaging design elements
can encourage users to share more information, making data sharing feel lilad gegtfun rather than
something to be cautious about.

Sharindocation datas commonamongchildrenand oftenviewedas a normal part otheir relationships.

Younger childrertend to sharetheir locationwith familymembers while older childreralso sharevith

friends orromanticpartnersl n s ome cases, knowing someoneds exact
yours is a way to express intimacy, care, or closen€kss behaviour suggests that location sharing has

become an accepted, even expected, aspect of maintaining relationships, particularly for older.dHiidren
normalsation may bereinforced by some platforms' messaging, which empdsm&afety’ and 'protection’ as

benefits of sharing location.

Many parent@are more concerned about protecting their children from immediate online dangersh as
inappropriate content or interactions with strangers, than fhetentiallylonger-term implications of data
sharingWh et her parents opt for o6o0of f | areafedquentyfindigdaysgad t al 6
bypasghem.

Both parents and children balance safety and data privacy concerns with the need and desire for children to fit
in, make friends, and establish social netwoftsany given age, a large proportion of children are using a

small number of popular platfornier social interaction and entertainmeridue to their popularity, these

online spaces feel almost essential for making and maintaining friendships or accessing content that provides
vital social currency with peers.

Many childrerin this researctdo not yet have strong, established social networkiseyd o n 6 t play 6rt e n
interact with friends or meet new peopleutside of schoobr beyond the supervision of adultSompared to
adults, hey have lesshoice aboutwhen, how,and who they socialise witldpting out of socialising online
comes with the very real risks of feelidgsconnected, excluded, atgblated.

In this context, consenting to share your ddtagain access tthe spacewhere all your peers hang owmay
not feel like a meanindfahoicefor children and it is no surprise that parents oftéeelaccesgo friends
ultimately takes priority over other concerns.
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Future areas of research

Thisreports ummar i ses the findings of tQiventHerapidytevobingaved of C
digital landscapeamdhanges t o chil drends onl i ne Ipriowdessthe t he | ong
opportunity to explore how theseareas evolve in the future. These areas could include:

1 Location sharing : The project will nonitor behaviours and attitudes towards live location sharing
over time, to explore if children continue to be happy about this or raise aeyv concerns
1 Gamification and datasharing : The project will track chppd drends
and platforms they uséo explore where data sharing may be gamified or incentivised.
1 Engagement with privacy policie s: As platforms evolve how they present this informatiove
will monitor whetherc hi | dr ends abil ity to pBrocess and unders
1 Engagement with privacy settings and controls , including age assurance contr ols: Asnew
features are introducedye will explore why children engage with theseyd analyse/hether they
alignwithc hi | drends priorities
1 Role of emerging technologies : We will track how this affects views on dagaivacy for example
whether children continue to accept data privacy policies in order to have access to new forms of
technologyand if theyunderstand how these new technologies use their information
1 Parental controls : The project will continue toexplore trends in the controls parents use, and how
children circumvent them
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Annex 1

This annex contains summaries of all the children interviewed in wave 1.
It provides an introduction to each child, and includes icons illustrating:

1 What devices each child haaccess to. Those that are shared are signified by the grey circle around
the icon.

1 What platforms they use
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Annex 1:Respondensummaries

Leesha, 9, C1, North -West England

- 26% A O0OO0
&

Leesha lives in the Souffast of England with her
parents and two younger sisters, aged 8 months and 4
years. Her dad works as an Uber driver and also sells
productsonline. Leesha spends much of her free time
on digital devices, including her phone, laptop, tablet,
and the familyds smart T
she was 8 and uses it without much supervision. Lees
enjoys using apps like TikTok, Roblox, and Tewften
spending time online by herself.

Leeshads mum hel ps set u
own date of birth for apps that are meant for users
aged 13+, such as TikTok. Although her mum put age
restrictions on her Roblox account, Leesha created a
new account without restrictions by using a different email. One of her favourite activities is playing
'Fishland’ on Temu, where she tries to win points and cash prizes to spend on the app. Temu also se!
deal s via What s App. fteh moeosvhherdplsoneyandisongtenes adds sardgeaople o
on Roblox and Snapchat, which Leesha then has
strangers calling her on WhatsApp, which made her feel unsafe. Since then, she avoids using her ree
or photo anywhere online to protect ér privacy.

Arianna , 9, C1, East Midlands

— %> e @ ®0

Arianna is a 9earold avid gamer. She mostly games on
her PlayStation and Nintendo Switch, but also has a tabl
she spends a lot of time on. She enjoys games like Robl
where she has an account set up under parental guidang
But also plays other gamevith her dad on the PlayStation
that she does not meet the age requirements for, such a
War Zone and Call of Duty.

Arianna's mum is personally concerned about data priva
especially after a cybeattack ontheir localCouncil. She
closely monitors Arianna's technology use. Arianna
understands concepts like virtual reality, automation,
chatbots, and Al, explaining how Al is used in games to
control non-player characters. She alkassome S >
awareness of online privacy risks learned from treu s gwdanc;eand from PSHCE lessons in school
However, sheis less confident in explaining the reasons behind privacy riskafetysprotocols.
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Zain, 9, C2, West Midlands

o - . o

Zain lives with his parentsis 1tyearold older sisterand
3-yearold younger brother His dadis a youth worker and
hismumi s a soci al wor ker . Z 3
football training sessions and attending the Mosque afte
school. He enjoys playing FIFA on his PS5 and has a ke«
interest in sports and religious activities.

Zainusesa personal iPad for Roblox and YouTube. He
mainlyplays Roblox, where he uses a fake age to acces
more content, and watches YouTuhei d eos . Z af
understanding of online safety centres on avoiding hacki
and stranger dangeHe had atroublingexperienceon the
app 6 AdaRollox gamendvhich users can adopt
and tradepets,where he was scammed out of £10 by
another player. This incident involved a misleading trade where Zain was promised valigeigeiitems
but ended up losing real omey instead. Thecamleft him upset and embarrassed, making him more war
of online interactions. His parents aoautiouswith screen time and prefer talelayintroducing phones
until Zain is 13 or 14focusingon concerns aboutontent and safety rather than data privacy.

Liam, 9, B, Scotland

-2 & % ¢# ®c0Q

Liam lives in Scotland and with his parents and his olde
sister. Liam spends most afternoons after school playin
outside with other kids from the neighbourhood. They
often go to the local park oride their bikes together

Liam just got his first phoneecently, an old Android
passed down from his dad.
use WhatsApp, Snapchat, and YouTube, and he mostly
communicates with his parents, his sister, and his three
closest friends. Heb®s sti
enjoying sendig gifs to his mum and dad.

Al though Liamds phone set ==
his Xbox and tablet have time limits of 1 to 1.5 hours t0 " sl

make sure he isndt spending too much time on
idea of sharing data or information online is
said o0nothingdé and mentioned | earning at scho

WhatsApp or Snapchat know much about him @desm his name and who his friends are. As for Fortnit
hethinksthe onlythingg t knows about him.is that heds a ¢
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Margot, 10, C1 , Scotland

Margot, 10, lives with her younger sister and parents. Her
interests are swimming, football, and drama. Her online ' *
activities include playing Roblox with friends on her

mum's iPad and watching YouTube/Disney. Though ‘
restricted from having her own phone uhshe turns 12,
she bypasses her Disney+ kids profileusyng another
family members profileso she can watch Marvel movies.

addresses. However, she lacks awareness of data priva
and targeted advertisingbelieving apps/websites knew
little about her if she uses fake usernames. While
understanding agappropriate conént recommendations,
she didn't know about cookies and paps.

Yomi, 10, Scotland

2 2 ©0

Yomi, 10, lives with his parents and younger siblings after
moving from Nigeria in 2022. While initially quiet, he
shared that he enjoys writing, reading, and posting his o\
Roblox videos on YouTubehaving recently verified his
account via facial recotion at 50 subscribers.

Quite tech-savvy, Yomi understands concepts like target
ads and online profiling before being prompted. He used
handme-down iPhone from his mum, which is restricted
by parental controlsHe mostly uses his phone to watch
YouTubeand playRoblox He also uses it to watch
Netflix, where he i sHiset
parentds aim is to ingwsdil
restricted him from using social media apps like Snapch
until he turns 13.
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Farah, 10, C1, West Midlands

0% @6 & Q

Farah has busyhouséold 8 living with her parents, three
younger siblingandgrandparents. Recently, her aunt and
cousins, moved in temporarily from next door whilst they
were having some work done. Farah enjoys creative
writing, making slime with her friends and watching funn
videos on YouTube on her tablet. She also sometimes
records videos with her friends using a mini microphone
but does not post these online anywhere.

Farah regularly attends her local mosque with her dad,
who teaches there, and she appreciates learning from t
female teachers in the separate girls' classes. Farah dod
not have any social media accounts and says she does
have much time at the momemd spend on her iPad,

balancing her time between school, homework and religious studies at the mosque.

Madiha, 11, C2, West Midlands

1%

Madiha lives in the Midlands with her parents and three
older siblings. She lovespop, watching food videos on
YouTube, playing on Roblox, and making edits of her
friends using the video editor CapCut. Madiha does not [
have a phone, but sometimesuseshea mé s p ho |
use her snapchat or WhatsApp to message her friends o
her mumds account. She d
accounts of her own. Her parents do not allow it, but she
also believes that children her age should not be on soci
media becase of the negative comments they could
receive online and the risk of predators.

Madiha spends a lot of time with her two aunties, both in \
their 20s, who work in sociatare settings. She has a very close relationship with them, and they play ¢
significant role in her upbringing, especially in supervising her online activities. One of her aunties ask
to download a parental controlappacl | ed Qust odi o, which all ows h
certain websites and apps, and monitor everything Madiha does on heM@dtha sometimes finds the
screen time limits a bitreoying, but overall, she does not mind her aunties supervising her onlirie life
makes her feel safer.
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Faisal, 11, D, South -East England

e fPle =

@000

Faisal lives with his two parentsoth originally from
Pakistanand two younger siblings. He loves all things teg
and wants to be a digital animator when he grows up.
Faisal hehis own phone and lsxecently been gifted a PC
by his uncles who run a tech business. isleery excited

by his new PC, and usé for gaming, and for 3D model
development, which he Bdearnt from his unclede
enjoys creating and watching content on TikTok, where Iy
has amassed at least 600 followers. He takes pride in
tracking his follower count in his biand now prefers
TikTok to YouTube due to the higher number of views hd _
receives.

Faisal trusts weknown companies like Google and Meta,
feeling they are safe because so many people use them. However, he is more cautious abekht@sser
websites, which he considers |l ess reliable. H
name, location, or financial information orin

Leandra, 12, E, Wales

g ®00

Leandra lives ifivValeswith her mum and younger
brother. Originally from Albania, her family moved to
Walesnearly five years ago after applying for asylum.
Leandra enjoys attending her nearby school, particularl
because of her friends and art, which is her favourite
subject. Outside of school, she spends her time doing na
art, playing football, and occasdally visiting the beach or
parks with her family.

Leandra uses her phone mainly for communication and
entertainment. She frequently uses WhatsApp to stay in
touch with her mother and
updates and stories. She enjoys watching song lyric vidd
on YouTube and searches Google fopics related to

her hobbies, especially nail art. Although she used to have TikTok, her mum deleted it due to safety
concerns. Leandra and her family currently don't haveRMat home, which has made completing
schoolwork through Teams and other onlimesources difficult. The Wi was disconnected around four
to five weeks ago, which has been frustrating for them, and now Leandra relies on mobile data and of
methods to finish her assignments and watch videos online.
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Jonah, 12, D, North East England
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Jonah lives with his mum in a small toinrthe North East
He describes his area as "a bit rough" and has recently
seen some fights near his house. For him, life feels "just
normal," attending school inreeighbouringown, taking
the bus to meet his friends early each morning. Outside
school, Jonah enjoys building Lego models, proudly
displaying his creations on a shelf in his bedroom. He ha|
also recently restarted piano lessons, committing to dail
practice. Hismum has struggled wither mental health
recently and has left work, so Jonah has been helpitig w
tasks like food shopping

Jonah spends most evenings gaming with his friends on
Xbox, although he only plays with people he knows from
school. He also has a phone, which he mainly uses for Snapchat, WhatsApp, and TikTok. His mum h
three-hour time limit on his phone usage to help him focus more on homework and piano practice. Wt
Jonah admits itds f orastnhbe baess th,a phpiys armwm tn o thees
online privacy, Jonah feels conf i Heonetshagngd i n
information, he can manage what happens with it or retract it if needed.

Bryanna, 12, B, South-East England

smart home devicesncludingCCTV on the exterior and
aRingdoorbellthat was installediuringlockdown.She isa
bubbly child with dove for all things pinkand enjoys
playing the piano, singirand actingBryanna has a range |
of devices, includingn iPhone, laptop, iPad, Nintendo, ank
a smart TV in her bedroom. Hefiavouriteapps are :
YouTube and Spotify.

®0

Bryanna also uses a school app that her mum is connec
to, allowing her mum to check her timetable and see
whether she has completed her homework. Bryanna
mentioned that some chil d
parents on the app, but she believes tisisvhy they often
dondt complete their homework. She is aware o
her mum frequently talks to her about online safety and staying secure on the internet.
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Murray, 12, B, Scotland
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Murray lives infScotlandwith his mum, dad, and younger
brother (5). Murray has ADHD, which he and his parent
have found more challenging sirtbe Covid19
lockdowns.Murray has been homschooled for about a
month, with his return to school uncertain until
September.

His homeschool routine includes morning walks with his
dog, Dolly, to help with his mental health, followed by
some maths and English from a website his dad faded
spends a lot of his dgylaying on his Oculus VR headset
or drawing on his iPadvurray is active online, creating
and posting content on TikTok about Guerrilla Tag and
working to "build a community” through his posts. His
TikTok, Discord, and Oculus accounts are all public

Daniel, 12, A /B, South -East England
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Daniellives with higparents and older sister just outside
He participates in a range of extracurricular activities
including judo, fencing, tennis, and footbatid attends a
high abieving, academically focused schéalschool, he
enjoys subjects such as maths, drama, and engineering,
has a strong passion for sports.

Daniel uses several digital devices, including a PlayStati
iPhone X,and an iPad he has received from schot#
primarily engages withisdevices for watching YouTube,
playing Fortnite and FIFA, and occasionally chatting on
WhatsApp about games and school. While he shares
information online mainly with friends and family, he avm/
sharing personal details or photos. Daniel is somewhat :
concerned about privacy, particularly with Yo
whocanjo n hi s sessions. Hi s parents manage his ¢
online shopping is done with family assistance. For school, he uses a school iPad to access Google

Classroom and complete assignmefiss family uses location tracking for safety, though he notes some
inaccuracies in the app.
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Liv, 12, C1, Northern Ireland
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Liv, 12, is currently in foster care and has experienced
being placed with about seven different families. Her
current placement with a social worker she has known
since age 7 is a significant improvement, providing her w
a stable environment and opepmmunication. Liv enjoys
Gaelic football, drama, and spending time with her old
school friends. She maintains a mature perspecthck
positive attitude despite her challenging circumstances.

Liv uses multiple social media platforms. She has three
TikTok accounts: a public one with 416 followers, a
private one with 13 followers for fun videos, and another
private account with 193 followers. On Instagram, she
follows friends and celebrites bdtoes not post. Livds

Snapchat activity includes private and public stories, with her private story used for sharing silly photc
close friends. She shares her location with select individuals but has concerns about privacy, sometin
turning off locaibn to avoid unwanted social interactions.

Liv's foster mother manages her phone with time controls and monitors her online activity, though Liv
unaware of some of these monitoring practices/ maintains a relationship with heirth mother, who also
enforces her own r ul e doraxampletshbhs askédshdioi nvl & snnes bahr cer
allowed to take anyhotos or videos oliv. She also asked for Liv not to be photographed for this projec

Joey, 13, C10 North -We st England
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Joey is fronthe North West and lives with his parents, who
work in social work. Heds p
two football teams and a cricket team which his dad coaches|
Heds doing okay at school ,
professional sport isdadftemtraimnige n
with his teams or practicing skills in the garden after school.

@00 :C

Heds had a s mar &hutoolyrecentyistarteed
to use it more when he wafnallyallowed to download

Ti kTok, Il nstagram, and Snap
his social media profiles private on the advice of his older
brother. Hebs also got a PI
which he got for Christmas. He mostly games with his friends, who all had Oculus headsets too, althc
heds made a few online f rddespitd Bis bother etling umthegldeis. a
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Mason, 13, B, South-East England
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Mason, 13, lives with his parents and younger sister, anc
in Year 9 at school. He likes seeing his friends, gaming,
playing sport, and going scooting, which he posts videos
on TikTok and Instagram. He personally has an iPhone,
laptop, and PS4, and the family also has an Amazon Ect
kitchen and living room, and several TVs. Mason is not
worried about too much, withthe only slight concern
being GCSEs on the horizon.

Generally, Mason is not particularly concerned about his
data anddoes not think about with whom or how it might
be shared. He has had to create a new TikTok account

recently as his previous account was banned on accoun
age, and both times he put in fake ages that were older than his age to feel like he would be less likel
banned on the app. His main concern with data sharing is having his location shared to strangers.

Celeste, 13, C1, Scotland
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Celeste, 13, livewith her parents and younger sibling,
having moved from Nigeria in 2022. She fatball and
plays for her school team. She also l&® have a
kickabout with her brother in their garden.

Celeste was given her first smartphone at the age of 12,
however, she must ask her mum for permission to use it
Shé sot allowed to take her phone to her bedroom at
nighttime. Her favorite appsare YouTube, Snapchat, and
TikTok, and she likeplaying Fortnite on their PS5. She
also ha an Amazon Echo in her room which her munsha
the primary controls for. Celeste said she mainly siser
Echo for playing music and for setting alarms in the
morning, which her mm has set up.

Celeste said shis quite conscious of not sharing personal information online, besidesditerof birth
mobile number, and email addre&s order to set up accountsSheis familiar with targeted ads and online
profiling, as well as pepps and cookies. Her parents said they monitor Celeste's online activity, includi
checking her search history on platforms like YouTube.
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Baz, 14, A/B, South East England
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Baz lives with his mum, dad, two sisters, and a brather
aged 9, 12, and 18az is super outdoorsy and is
passionate about a variety of hobbies, including judo,
skateboardingfencing, tennis, and football. He also lovesg
building projectshe recently builta treehouse with his
brother and a workbench using local materials.

At school, le participates in extracurricular activities suc
as explorers (similar to scouts), tennis, swimming, and
hockey, and volunteers at a local theatre. Baz finds sch
pressursing but enjoys subjects like history and geograp
He is in year ten, has started his GCSEs, and is conside
future careersranging betweemusic, tech, physics, math
andhistory.

Bazusesa basic Nokia phone, whiamly hascallandtext functions His mum has decided th#te children
are not allowedsmartphona until they turn 16, believing this will helfinem avoid excessive screen time
and focus more on his hobbiestudiesand emotional wellbeingde values privacy onlinbut does reflect

that he might miss out on certain plans due to him not having a smartpapndesocial medidle says if he
had snapchat he would likely meet up with his friends more than he does now.

Erin, 14, C2, Wales
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Erin recently moved from France and now lives in Wale
with hermum,stepd ad, br ot her, angd
is filled with school during the weekdays, and she enjoy
hanging out with her friends on the weekends. She love
playing football, hiking up rantains, and playing video
games with her brother.

Erin uses her phone mainly to stay connected with her
friends through Snapchat and WhatsApp. She enjoys
scrolling through these apps, reading books, and revisi
for exams in her free time. Her favourite apps are
Snapchat, WhatsApp, and Duolingo, which gkes to

|l earn Wel sh. Erinds mum h
like TikTok and Instagram until she turns Ihich Erin
has accepted and feels okay with.
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Bill, 14, C1, Wales

Bill is atranggenderboy in Year 9 at a youthworker led
school charity project, which has about 20 pupils in total. It
much more focused on crafts and studdatl supportive
educationthan academic attainmenvhich he much prefers
to previous schools which he and his family regarded as to
prescriptive. Bill lives with his parents, two older brothers,
and one of his older brothpg
got into gaming because his brothers play it amifriend
plays it too.

Bill has a phone, shared Xbox, and uses shared TVs tow
things with his family. His mum is generally vetgxedwith : d
what they do or watch, and instead prefers to have S \\

conversations about things when they have questions about what they are doing online or what they
seeing. Bill is generally quite savvy about how data is shared and is aware-phthjrochformation on apps
like TikTok and has even read some Termsl &onditions while browsing on Google (which is how he

knows about cookies). InBil 6 s opi ni on, his email, name, |l oc
and personal, but sharing his interests and likes with apps feels much less traceable, and more benet
spoke about thedevelopment ofAl and is concerned that this will have big implications for artists, and €
spoke about potential issues with artists having their art used to train Al tools without their consent.

Orla, 15, A/B , Northern Ireland
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Orla, 15, lives with her parents and younger siblings in a
remote part of Northern Ireland. She recently started twc
part-time weekend jobs in hospitality anddtzer own
bank account. Outside school and work, she spemadst
of her free time revising for her GCSE mock exams. She
wants to study fashion design at collegad enjog

designing and making clotha&tsschool and as a hobby.

2 OO0

Orla has an iPhone and was active on social media, usin
Snapchat and Instagram the most. Both of her accounts
are set to 'public' and said this was because she rarely
posts anything. She sometimes pssin her Instagram
Stories and likehow the posts disappear after 24 hours.
She use'Snap Maps' on Snapchat which asitner to see
where her friendsare in reattime as well ashare her own locationHer parents used to set timéimits on
her phone as they worried, shea s 6 siptom Jatedosing it, but nodnger had them. Generally, her
parents seemed to have a haraf§ approach with minimal restrictions.
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Sean, 15, C1, Northern Ireland
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Sean lives with his parents and two brotheddter being
diagnosed with autism and Type 1 diabetes atat@}
being moved into a streamlined schooling setting to help
support his needdjis parents explainede initially became
reclusive However, hehas gained confidende recent
years,and enjoys spending time outdoors, playing sports
and socialising with friends. He has a keen interest in
shoes, particularly Nike Air Mas.

Sean is active on Instagram, TikTok, Snapchat, and
WhatsApp, with public profiles on TikTok and Instagram.
He is comfortable with this visibility, avoiding posts that
might be embarrassing. He uses technology frequently f
gaming and social interactions, often relying on it as a form of entertamment when not going out. Alth
aware of data privacy concerns, he is not overly worried. Sgmnds a lot of time online watchirgntent
creators like KaiserNat and Danny Duncan.

S e a nrénss trypt@monitor his screen time, anliimit the inappropriate content he is exposed to, but
have struggled with this in recent years. Sean usually finds ways to bypass parental anditeéps what
he does onlingrivate from his parentdde also uses an app to track his glucose levels for his diabetes,
which he used to share with his mum, but recerttiyned this offbecause hel i dwaidt hertracking his
diet.

Umar, 15, C1, Wales

Umar lives with his mum, older brother, and sister, two of his
older brothers have moved out. He has a large extended familf®
near by, with around 50 cousi
same city. Umar oftegpends time with them during the week,
as wel |l as visiting his gran
known for seven years. He has been hesohooled since Year B2
4, and although he sometimes misses the school environment

is focused on preparing for hSCSEs.

Umar has a phone, PS5, TV,
schoolwork. He mainly uses TikTok, Snapchat, WhatsApp, an{
enjoys gaming online. While he feels it's necessary to share some
data with big apps like TikTok (such as microphone access to make videos), he is cautious about sha
more and believes TikTok doesndt share his da
by TikTok to share data and agreed only becatlgepopup annoyed him. Umar is more trusting of majoi
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apps like TikTok but was uncomfortable downloading a ghmdescribed asimilar to Clash Royale
because it required microphone accels,did not know whythe platform needed access to that

Dina, 15, C2, Northern Ireland

Dina, 15, lives with her parents and younger siblings. Bo
in Portugal, her family moved to Northern Ireland 7 years
ago. She has an iPhone and primarily uses Snapchat fo
communicating with friends. She also uses 'Snap Maps'
her friends. However, shsaid she would sometimes 'hide
her location when she doesn't want people to know

where she is. Dina said that her mum has enrolled on
Family Centre on Snapchat, meaning that she is restricte
from seeing certain content. Dina also uses the menstru
cyde tracker in the health app on hgghone to document |
her periods and keep track of her cycle. She finds it usef
and doesn't think that her information would be shared

beyond the app but hasndt ¢

Dina isn't allowed to take her phone upstairs at niginte as her mum doesn't want her to use her phone
in her bedroom when she is meant to be restin
said she trusts Dina when it comes to her onlingtiaity and thinks they are open with each other about i

Bradley, 16, C1, North West England
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Bradley lives ithe North West with his mum and
younger brother. He is in Year 11 and currently preparin
for his upcoming exams. Diagnosed with ADHD at age
nine and dyslexia in primary school, Bradley has faced
academic challenges but is now more independent in hi
studies, requirindgess assistance from teachers than
before. Looking ahead, Bradley plans to pursue an
apprenticeship in either bricklaying or joinery, preferring
practical, outdoor work over officdbased roles.

Bradley spends much of his free time playing Fortnite o
his PlayStation. He is active on social media, with TikTol
Snapchat, and Instagram being hisogplatforms, though
he favours TikTok due to its endless stream of new

content that keeps him engaged/hile his mum manages
online activity limits for his younger brother, she trusts Bradley to manage his own privacy and securi



